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1. Background 3. Multi-agent reinforcement learning

The Markov game cannot be solved by traditional methods because the consumption behavior of consumers is unknown to the
players, so the reward and transition probability are unavailable.
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Temporal-Difference (TD) multi-agent reinforcement learning
--learn directly from raw experience without a model of the environment's dynamics;
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The attacker and defender need to find the best policies of allocating their resources to

maximize their benefit . Defender
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2. Problem formulation

System overview

powergrid 4. Case study
state update J » The operator sends electricity prices to the
smart meters in consumers’ houses A modified IEEE 13 node test feeder and the IEEE 34 node test feeder are adopted as case study:
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Fig. 2. Work flow of the real-time pricing with attack and defense.
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Fig. 7. Result of learned Q value. Fig. 8. The distribution of the expected energy not supplied (EENS).
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Fig. 9. Policy of the attacker. Fig. 10. Policy of the defender.

* R ={R,4 Rg}: the player’s immediate reward function. . .
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@ virz ‘ = In the first beginning, the Q value remains the initial value, the agent nearly searches the policy randomly and the leaning
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« Ryq ={rf, v, ..., 74} : defender’s rewards efficiency is quite low.

The learning process will converge more quickly if the attacker has more resources.

For the IEEE 34 node test feeder, attacking one node only is hard to cause load shedding, so it’s difficult to converge.
" |n general, more attack resources lead to more serious impact.
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* The model-free multi-agent reinforcement learning is proposed to identify the vulnerabilities and find the best defending
policies under different attack resources.
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